THE GIOI THE M grove

Ban tin dién t&t n6i bd - S6 110 | Thang 9 - 2020

Téng bién tap: Ba Phan Thj Quynh Hoa - Giam déc Tap doan MK | VY kién déng gép vui long givi vé: marketing@mkgroup.com.vn
Lwu y: Toan bé thong tin/hinh dnh trong Ban tin dién ti néi bo Thé Gisi Thé MK Group duwoc swu tdm tir cac ngudn tin khac nhau va chi stz dung cho muc dich chia sé kién thirc.

CAC TIN BAI CHINH

e Thiét bi Khéa bao _mat FIDO®
KeyPass S3 cua MK Group dat
ching nhan FIDO 2 cua FIDO
Alliance

e Entrust Datacard bat tay Deluxe
cung cap qiai phap phat hanh thé
ngay lap toc

e Thé khdng sé nang cao mirc dd
bao mat cua thanh toan so

e Diebold Nixdoft canh bé&o céac
ngan hang vé phwong thiec tan
cong xam nhap ATM m&i

CERTIFIED

e PRIM'X: Giai phap ma hobéa cao

cdp bao vé thong tin td chirc,
doanh nghiép

. Ban tin ni b¢ THE GIO1 THE ©2020 MK Group ({, (84-24) 6266 2703 - 513 thegioithe@mkgroup.comvn () www.facebook.com/mkgroup1999



Chirng chi va Thanh vién Hiép hdi

VISA @ £z napasy B EmQ] [Eheoo jcima

Thiét bi Khoa bao mit FIDO® KeyPass S3 cia MK Group
dat chitng nhan FIDO 2 cua FIDO Alliance

Ngay 17/07/2020, sén pham Khéa béo méat (token) FIDO® KeyPass S3 do Céng
ty C6 phan Tap doan MK (MK Group) san xuat da dwoc Lién minh Xéc thuwc
FIDDO (FIDO Alliance) - tru sé tai California, Hoa Ky cap chirng nhan cap chirng
chi FIDO 2. Sén pham token FIDO® KeyPass S3 cho phép ngwoi dung mang
Internet, LAN... c6 thé an toan truy cap dich vu va thuwc hién cédc thao téc trwc
tuyén hé tro tinh nang FIDO 2.

Véi sén pham FIDO® KeyPass S3 cia MK Group, céc té chire, doanh nghiép va
ngwoi dan cé thé chéng lai cdc hanh vi gian lan, dn cdp théng tin truy cap tai
khoan trén mang nhw skimming (sao chép théng tin tai khoan), phishing (Itra
déo bang cdc trang web gia mao) va man-in-the-midle (tin céng xen gitra).

So v&i tiéu chuan FIDO U2F ma MK Group da dat dwoc vao thang 8 ndm 2018 véi
thiét bi Khoa bao mat FIDO® KeyPass S1, tiéu chuan FIDO 2 c¢6 nhirng yéu cau cao
hon vé cAu truc thiét bi. Ngoai nit bAm vat ly nhw thiét bi FIDO® KeyPass S1, FIDO®
KeyPass S3 con dwoc trang bi thém man hinh véi vai trd hién thi cac di¥ liéu can xac
thwe nham gia tang tinh an toan va chinh xac trong qua trinh thyc hién cac hoat dong
trwc tuyén. Piéu nay doi hdi ddi ngii cia MK Group khéng nhirng phai c6 chuyén
mén, kinh nghiém virng ma con can sw nd lwc va quyét tdm dé tao ra cac san pham
cong nghé “Make in Vietnam” dat chuan quéc té, dap (rng dwoc nhivng yéu cau khat
khe ddi v&i cac san phadm xac thwc bao mat.

Ngoai ra, ngwdi dung khoa bado mat FIDO® KeyPass S3 con dwoc hd tro thém tinh
nang dang nhap rng dung ma khéng can nhap tén tai khoan, mat khau va hé tro xac
thwe da nhan té. Theo d0, ngwoi dung nhap ma PIN trwdc khi khda bao mat xac thuwe
théng tin va tao chi ki s6. Nhw vay, cling v&i viéc khdng can cai d&t phdn mém, nguoi
st dung chi can don gian chon ché do “thiét 1ap mét khéa bado mat” cé sén trong tat
ca cac trang chu chap nhan FIDO 2 (chi tiét céc trang hé tro chuén FIDO cé tai:
https://www.dongleauth.info/) d& dang ki khéa bao mat.

M6t trong nhivng diém vuwot troi cia MK Group trong viéc san xuét va cung cap cac
thiét bj khda bdo mat theo chuan FIDO U2F va FIDO 2 chinh I viéc hd tro cac tb
chirc doanh nghiép tich hop FIDO server (do MK phat trién theo tiéu chuan cta FIDO)
véi hé thdng quan ly giao dich hay truy cap cla khach hang dé trién khai cac phwong

il ‘0 88
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thirc xac thwe theo chuén trong trudng hop website ctia doanh nghiép khéng hé tro
xac thwc theo chuan FIDO Alliance.

Diéu nay sé gilp cac tb chirc trong mai linh vire tai chinh, ngan hang trwc tuyén, chinh
phu dién tr, thwong mai dién te, lwu trir di liéu dam may, tai khoan email — mang xa
héi... cé thé linh hoat dé dang trién khai sir dung cac thiét bi khéa bdo mat nay cho
chinh ndi b va khach hang ctia minh. D&c biét déi véi cac ngan hang, cac san pham
Token FIDO® KeyPass ctia MK Group con gidp giai quyét dwoc “bay” website gid
mao, chdng lai hanh vi sao chép bat hop phap va tan cong xen gitra trong qua trinh
giao dich. Sdn phdm nay ciing hoan toan dap &ng dwoc Quyét dinh 630/QD-NHNN
vé viéc "ap dung cac gidi phap vé an toan bao mat trong thanh toan truc tuyén va
thanh toan thé ngan hang" cho cac giao dich loai D, giao dich c6 gia tri I&n cho ca
nhan va doanh nghiép.

C6 thé néi, cac thiét bi khda bao mat FIDO® KeyPass S1 va FIDO® KeyPass S3 do
MK Group san xuéat dwoc ky vong sé gilp ngudi dan, cac doanh nghiép cung cap san
pham dich vu trén nén tang Internet, dac biét 1a cac té chirc tai chinh ngan hang sé
c6 thém mét cong cu xac thwe danh cho khach hang ctia minh; dam bdo yéu td an
toan - bao mat, tién dung - don gian, gia thanh hop ly va dé trién khai./.
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Thanh toan khéng tiép xtic dang ngay cang tré nén pho bién

D liéu ter Khdo sat vé Thadi d6 Thanh toan cda Nguwoi tiéu dung Viét Nam do Visa thuc hién gan day (dwa
trén co’séso sanh dirliéu tir thdng 1 dén thang 6/2020 véi die liéu trong giai doan cuing ky ndm 2019 cda
VisaNet) cho thdy, 37% ngwéi tiéu dung Viét Nam hién thanh toan bang thé khong tiép xuc. 85% nhdng
ngwdi trong tdp khach hang nay cho biét ho thwong st dung phwong thic thanh toan khéng tiép xuc
(TTKTX) it nhat 1 1an/ tuan.

Ciing theo Visa, v&i phwong thirc trén, ngudi tiéu dung co6 thé cham dé tra tién tai bat cir quay thanh toan nao
c6 biéu twong TTKTX ma khéng can dwa thé cho nhan vién thu ngan. TTKTX dwoc bdo mat manh mé béi cong
nghé chip EMV. Thé TTKTX dworc tich hop mét dau dng ten nhd cé thé doc duwoc bdi mdt may POS trong khoang
cach t6i da 4 cm. Trong toan bd qua trinh thay toan, tAm thé khéng bao gi® roi khéi tay chd s& hivu, va giao dich
di&n ra cwc ky nhanh chéng b&i POS chi méat chwa dén nira gidy dé doc thé hoac thiét bj khdng tiép xuc. Nguoi
tiéu dung con co thé st dung dién thoai di ddng, nhap PIN, mat khdu ho&c théng tin sinh trdc hoc dé tang thém
murc d6 bao mat.

Phwong thirc thanh toan méi mé nay mang lai lgi ich cho c& nguwdi tiéu dung va don vi chap nhan thé. Nho téc
dd nhanh chéng cta TTKTX, nguoi tiéu dung gidm dén murc téi thidu thei gian chd doi va kiém soat giao dich
mot cach tét hon vi tdm thé luén ndm trong tay cta chinh ho. Cac don vi chap nhan thé ciing gianh dwoc loi thé
khi c6 thé phuc vu dwoc nhiéu khach hang hon, cat gidm chi phi x ly tién mét, tr d6 mang lai trai nghiém thanh
todn tich cwc hon cho khach hang. TTKTX déac biét hiru dung trong bbi canh dai dich COVID-19 dang lan réng
trén toan ciu va bung phat tr& lai & Viét Nam.

Theo thdng k&, céc giao dich TTKTX cla Visa trong 6 thang ddu nam 2020 da ting trwdng hon 500% so voi
cung ky ndm 2019. Téng gié tri giao dich khéng tiép xuc cta Visa ciing tang trwéng hon 600% trong cung ky. Dy
b&o, nhirng con sé ky luc nay sé tiép tuc dwoc gilr virng va tai 1ap thém nhiéu ky luc trong giai doan t&i, bdi ngay
cang nhiéu té chirc dwoc trang bi dau doc thé TTKTX nham cung cap phwong thirc thanh toan an toan trong dai
dich, cling nhw dé theo kip cong nghé tdi tan nay trén thé gidi./.

(Intellasia)

TIN VAN THE NGAN HANG ‘

Tir ngay 14/08 cho dén hét thang 12 nam 2020,
Ngan hang TMCP Sai Gon Thwong Tin
(Sacombank) trién khai chwong trinh wu dai hoan
tién va co hoi tring thwéng iPad Pro 11 Inch 128
GB Wifi cho khach hang mé& m&i va s& hiru thé
Sacombank Mastercard.

Tl ngay 17/08 cho dén hét 17/09/2020, Ngan
hang TMCP Sai Gon Thwong Tin (Sacombank)
va Tiki trién khai chwong trinh khuy&n mai danh cho
cha thé tin dung Sacombank Tiki Platinum. Cu thé,
Sacombank Tiki Platinum khi chi tiéu tai Tiki
(website: www.tiki.vn hoac wng dung Tiki) va cac
don vi chdp nhan thé khac dat tv 30 triéu déng
(dwoc cong don), cha thé sé nhan mot ma tham duy
quay sé dé& cé co hoi tring mét trong 10 coupon
dién tt tri gia 29,99 triéu déng.

Ngan Hang Thwong Mai Cé Phan Ky Thwong
Viét Nam ttr ngay 16/07/2020 cho dén hét ngay
30/09/2020 trién khai chwong trinh wu dai du lich
danh cho cac cha thé Techcombank Visa. Cu thé,
cac cha thé khi thanh toan du lich tai Agoda/
Traveloka/  Trip.com/ Ivivu/ Klook/ KKDay/
Vinpearltravel.vn. déu s& dwoc nhan wu dai hoan
tién 15% /.

(Téng hop tir Internet)
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75% nguwoi tiéu dung My thich dung thé thanh toan khong tiép xtc

Cuéc khdo séat do Entrust Datacard thuc hién déi véi 1.000 ngwéi tiéu diung My quen
thuéc véi thé thanh toan khéng tiép xtc (TTKTX) cho thdy, 75% trong sé nay thich s
dung thé TTKTX lam phwong thirc thanh toan chinh. Vé sinh (70%) va téc dé xir ly
(67%) la nhing ly do hang dau dan dén sw wa chudng cta nhing ngwdi tham gia khéo

sat.

Ty l& st dung nhiéu nhét roi vao nhém nguwdi tiéu dung thudc cac thé hé Gen Z, Millennial
va Gen X, khi dat canh thé hé Baby Boomer. Cu thé, 20% nguwi tiéu dung thudc thé hé Baby
Boomer chwa bao gio str dung tinh nang TTKTX trén thé ghi no hoac thé tin dung khi mua
hang, trong khi ty 1& nay chi & mirc dwdi 10% trong 3 thé hé con lai.

Nhin chung, 83% s0 nguoi duoc khao st tin rang ho van s dung thé TTKTX, va 61% cho
rang tinh nang TTKTX it nhat la mét wu thé danh cho thé tin dung hoac thé ghi ng’ cia ho./.

Nguén: Internet

(NFCW)

Datacard® MX9T100™ Card Issuance System M{goup @ Entrust Datacard

Hé théng ca thé hdéa ddéc dao vuct trdi cho
thé phang nham gia tidng su khac biét

Smart Digital Security

Hién dai hdéa quy trinh x(r ly thé théng minh

Hé théng md-dun hoa gilip viéc cai dit dién ra nhanh chéng va dé dang
Phan mém quan ly bado méat cho phép thiét I1ap va ki€ém soat qua trinh van
hanh thiét bi moét cach an toan va hiéu qua

Hé thédng quan ly chat lugng ndi tuyén tu déng giup loai bé cac nguy co
san phdm khéng dat chit ludgng, tir dé giup tdng ndng xudt va gidm chi phi
san xuat

Cong suat phat hanh thé Ién t&i 4.000 thé/gid

Hotline: 0903.481.456 - Email: marketing@mkgroup.com.vn
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Entrust Datacard bat tay Deluxe cung cap
giai phap phat hanh thé ngay lap ttc

Nguon: Internet
_—

Entrust Datacard vira ky théa thudn véi Deluxe, cong ty cung cap giéi phap dang tin cay cho doanh nghiép
(Trusted Business SolutlonsT"") dé mang dén cho céac khach hang cda Deluxe quyén truy cdp vao danh muc
toan dién, trong do cé giai phap phat hanh thé tai chinh ngay 1dp tdrc. Theo théa thudn, Deluxe sé tiép thlglal
phap phat hanh ngay |dp tic cuaa Entrust Datacard dé gitp cac khach hanh tai chinh cda céng ty cung cé
cadc moi quan hé khach hang.

Céc tb chirc tai chinh dang né lwc thay dbi trai nghiém khach hang sau dai dich COVID-19, dap (rng nhu cau vé thoi
gian quay vong nhanh hon, dich vu khéng cham nhiéu hon, cuing nhirng loai thé tin dung va thé ghi no' khong tiép
xUic mai. V&i gidi phap phat hanh ngay 1ap tirc thé tin dung va thé ghi no, khach hang cé thé nhan ngay tdm thé da
dwoc kich hoat véi day du thong tin ca nhan khi mé tai khodn, hoac khi thay thé thé bi mét hay bi danh cap.

Dich vu nay mang dén trai nghiém tly chinh theo yéu cau ma khach hang dang tim kiém ti cac tb chirc tai chinh.
Giai phap phat hanh thé ngay I1ap tire cta Entrust Datacard cung cap tinh linh hoat can thiet cho cac ngan hang va
hiép hoi tin dung dé tao ra trai nghiém tich cwc va chuyén doi thanh vién thanh nhirng nguwoi Ging ho.

Deluxe da nhan thay co hdi to Ién dé gitip cac tb chirc tai chinh phat trién vai giai phap phat hanh ngay lap tic, duoc
ho tro bdi nhirng dich vu hang dau va hwdng dan chuyén sau tev Entrust Datacard, cho phép cac ngan hang nang
cao trai nghiém khach hang. Gi& day, cac to chirc tai chinh c6 thé mang den cho khach hang sy an tam trong thoi
gian dai./.

(Entrust Datacard)

M{group

Smart Digital Security

GIAI PHAP XAC THUC BANG MAT KHAU MOT LAN

KEYPASS™ OTP

Giai phap xac thuc bang mat khau mot lan KeyPass™OTP gitip
dam bao an toan thong tin cho cac hoat dong:
Ngan hang diénttx | Thwong mai dién t
Giao dich truc tuyén | Tro choi tryc tuyén

. BE
N
3

KEYPASS

Cac thiét bi di kém giai phap gom:
Thé OTP Display (PIN Pad) — OTP Hardware Token (PIN Pad) -
OTP SIM Sticker — OTP Software Token (on Mobile) —
SMS OTP (on Mobile)

MK Group la thanh vién cta:

o 8 o a t I l g 0%
initiative for open authentication

an
b

mo

HOTLINE
0903.481.456

www.contact@mkgroup.com.vn
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P ( smart

Mercedes tich hop tinh ndng thanh toan sinh trac hoc

trén xe sang S-Class

Hé théng théng tin gidi tri trén dong sedan S-Class
moéi cua Mercedes sé dwot tich hop cdc tinh nang
sinh trdc hoc nhw nhan dang van tay, giong noi, va ty
chon nhan dang khuén mat, cho phép “xac thuc cac
quy trinh thanh toan sé tir xe”.

Theo thong béo ctia hang xe Birc, bang diéu khién clia S-
Class ,thé hé mo&i sé duoc tigh hogp cam bién van tay va
“co thé tuy chon 2 camera” dé nhan dang khudén mat./.

(NFCW)

LA Metro sap cho phép hanh khach bd sung
the giao thong TAP vao Apple Pay

LA Metro théng béo, hanh khach s dung phwong tién cong céng & Los Angeles c6 thé bé sung thé
giao théng TAP vao iPhone hoac Apple Watch “trong nam nay”.

Your TAP card is coming
to iPhone and Apple Watch

Sau khi trién khai, LA Metro sé& cung véi
cac thanh phdé New York, Portland va
Chicago cung céap dich vu trén tai My.

Trén binh dién quéc té, dich vu nay dwoc
hé tro & Trung Quéc dai luc, Hong Kong,
London, Singapore, Vancouver, Sydney,
va cac thanh phé ciia Nga nhuw Moscow,
St Petersburg va Novosibirsk, va trén thé
Suica & Nhat Ban./.

this year.

tap‘g' C’Pay

‘ Ban tin ndi bd THE GION THE ©2020 MK Group

(NFCW)

Nguén: Internet

Smart Digital Security

MK SMART CUNG CAP
CAC GOI DICH VU PHAT HANH THE
THEO CHUAN EMV & VCCS

= Thoi gian trién khai
rat gon téi da

= Cong suat Ién =« Antoan kinh doanh

Géi dich vu

i STANDARD

Goi dich vu
BACK-UP

Goi dich vu
DELUXE
« Bdo mat
tuyét doi EMV & VCCS
ISSUANCE

SOLUTIONS

nguon luc

—

Géi dich vu
PREMIUM

Goi dich vu
LITE

/ HIGH QUALITY
SERVICES
= Chl ddng
thai gian =« Dich vu toan dién - Hé trg
céc gidi phap chuyén déi
tu thé ti sang thé chip
www.mksmart.com.vn contact@m ksmart.com.vn
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Smart Digital Security

GIAI PHAP PHAT HANH THE NGAY LAP TUC

Thé khong s6 nhang cao muc do bao mat cua thanh toan s6 CARDWIZARD

Thé khéng sé, la loai thé khéng hé c6 bat ky sé6 hay ma nao hién thjtrén bé mat, dang cdch mang héa
thanh toan sé bang cach khién cho nhidng giao djch nay tré’ nén an toan hon.

Khi chung ta hwéng téi mét nén kinh té khdng dung tién mét, viéc dau tw vao hé théng tich hop céng nghé bao
mat ngay cang tré nén quan trong hon. Mét buwdc di trong xu huwéng d6 1a thé khong sé. Nhirng mau thé nay
sé khong cé bat ky con sé hay ma nao dworc in trén bé mét, nhe do gitip nang cao kha ning bao mat cho ngudi
dung. Néu khach hang v tinh 1am mét thé, nguy co bj 16 théng tin ca nhan néu roi vao ké xau sé giam di.

DPé xéac thyc thanh toan, khach hang chi can nhap ma PIN, thuwéng chi st dung mét lan, vi vay han ché dwoc
kha ndng gian lan. Mot sé thé khéng sb ciing cho phép str dung cac hinh thirc xac thuc khac ngoai ma PIN.
Bén canh do, hau hét thé khdng sé déu dwoc két ndi véi (rng dung cla ching trén dién thoai ciia nguwdi dung,
gilp don gian héa quy trinh huy kich hoat.

Gan day, thi trudng An D6 da ching kién dot phat hanh thé khong sb dau tién. FamPay - ngan hang di déng
danh cho thanh thiéu nién, chuyén cung cap cac lwa chon giao dich khéng dung tién mét - d& tung ra FamCard.
Loai thé nay twong tw thé tin dung, song cha thé c6 thé siv dung dé thyc hién thanh toan mét cach doc lap, TANG TiNH GAN KET — THUC PAY DOANH THU
gitp cac phu huynh bét gap kho khi phai dwa tién mat hodc thé ghi no va tin dung cho con céi.

Giai phap phat hanh thé ngay lap tic
Entrust Datacard® CardWizard giap the
trong trang thai san sang st dung trong

tam tay cua khach hang chi trong vai

Giai phap sé giap cac to chirc phat hanh the:

Khac biét héa thwong hiéu
T61i wu hoa trai nghiém ctua khach hang

Tiét kiém chi phi va giam thé luwu kho
Bao mat phat hanh ngay lap tttc
Gitp cac chuong trinh Thé dwgc trién khai nhanh chong

HOTLINE
0903.481.456

www.contact@mkgroup.com.vn
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mastercard

VISA

guoén: Internet

V6&i FamCard, tré vi thanh nién c6 thé thanh toan truc tuyén, cling nhw ngoai tuyén, ma khdng can phai lap tai
khoan ngan hang. Moi giao dich dwoc thywc hién théng qua FamCard déu dwoc bdo vé. Cac thdng tin thiét yéu
sé dwoc lwu trir trong (rng dung FamCard trén dién thoai ctia ngudi dung. Loai thé khéng sé nay, néu bj that lac
ho&c bi danh cép, co thé dé dang bi vé hiéu héa bang ng dung.

Ga khéng 16 cdong nghé Apple ciing da phat hanh thé tin dung khéng s, mét phan cta cac dich vu Apple Pay.
Thé hé tro nguoi dung thwe hién cac giao dich mua hang théng qua iPhone hoac déng hé théng minh Apple
Watch. San phdm nay st dung Touch ID dé& han ché nguy co gian 1an. Mac du khéng c6 sé hién thj trén thé,
nhwng né dworc lwu triy trong vi ki thuat sé dwoc lién két véi thé trén dién thoai ciia ngwdi dung.

Tiép budc Apple, Curve - doanh nghiép thé tin dung va &ng dung - hdi thang 4/2020 ciing da ra mét thé khdng
sb. S6 cua thé dwoc lwu trir bén trong phan mém va khach hang co thé truy cap thdng qua trng dung Curve. Thé
c6 thé hoat déng tai moi qudc gia chap nhan MasterCard va c6 quy trinh xt Iy thanh toan khéng tiép xdc, chip,
PIN va dai tcr.

Banco Santander - ngan hang thwong mai da quéc gia ciia Tay Ban Nha - cling tham gia cudc choi bang cach
phat hanh thé tin dung khong sé dau tién & Mexico. San pham chi hién thi tén chi thé va ngay hét han. Banco
Santander cho biét, loai thé nay gitp gidm t&i 90% nguy co gian lan.

Ciing tai Tay Ban Nha, ngan hang Orange Bank ciing da phat hanh thé ghi no' s6 héa nham gitp khach hang cé
thé thwc hién nhirng giao dich thanh toan di dong ngay lap tirc bang ca hinh thirc tric tuyén va tai clra hang.
Khach hang ciing c6 thé yéu cau phat hanh kém mét chiéc thé “truyén théng” dwoc nang cip bao mat nho viéc
trén thé khéng hé cé bét ky thong tin sé thé, ma CVC hay ngay hét han.

Thé khong sb dang tirng buéc cach mang héa thanh toan sb va khién cho nhirng giao dich nay tré nén an toan
hon. Trén thuc té, viec mot ngwdi cé thé dé dang chén thé bang ng dung an toan trén dién thoai sé lam cho né

hiéu qua gap doi./.

(Financial Express)

p (®group Md{smart

Smart Digital Security AL RIgiN ety

SAN PHAM THE - THE THONG MINH

MK cung cip cac san pham Thé - Thé thong minh, giai phap Phat
hanh - C4 thé héa thé toan dién va cac ttng dung thé, gop phan

tao nén nhirng chuwong trinh thé chat lwgng cao va hiéu qua.

e Cdngnghéinanduocchirng nhan
bdi cac t6 chirc qubc té Visa,
MasterCard, JCB, UPI, NAPAS,
GSMA, ISO 9001, ISO 14000;

e Sanpham phat hanh vacad thé hda
trén day chuyén tién tién - hién
dai;

e Cung cép toan dién céc giai phdp
Phat hanh — C4 thé hda - Ung
dung Thé toan dién va déng bo;

e (Cong suat I&dn, dap &ng nhanh
choéng cac yéu cau vé tién doé va
thoi gian giao hang;

e Doi ngli ki sw va cong nhan chat
lwgng cao, dugc dao tao theo
chuén qudc té;

Cac chirng chi da dat:

papask

HOTLINE
0903.481.456

www.contact@mkgroup.com.vn
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Smart Digital Security

Diebold Nixdoft canh bao cac ngan hang MAY IN THE DE BAN DATACARD®
vé phuong thdc tan cong xam nhap ATM mdéi

e Ly tudng cho cac Chuong trinh Thé nhan dién cta moi t6

Diebold Nixdorf dang canh bao cac ctra hang, ngan hang va khach hang vé hinh thdec tan cong méi duwa ehifc Long ci6 M Ve Doanh nEhien, Shink phil TN

trén phén cirng “jackpotting”, thuat ngd trong nganh chi nhdng cuéc tdn co6ng ma ké gian s dung dé

nhanh chéng vét sach tién trong ATM. hoc, Bénh vién va cac T6 chirc ban 1é - dich vu.
e Cdac may in thé la su két hgp hoan hao giita khad nang in thé
Bién thé m&i s&v dung mét thiét bj diéu hanh phan mém stack ddc quyén cla Diebold Nixdorf. Nhirng ké tAn cong chat lwgng cao va chi phi hop ly

sau do ket noi thiet bi véi ATM va ra lénh. e Thém cd tinh nang in &n bao mat: in mwc UV bdo mat, phu

Nhirng cudc tan cong trét lot khién ATM tw déng nha tién, doi khi cé tbc d6 1én dén 40 to tién mat trong 23 giay. I6p bao mat, dap dau ndi gidp cac chuong trinh the tré nén

Céc thiét bi dwoc gan bang céach truy cap vao chia khéa m& ATM hoéac khoan 16 hay pha khéa dé tiép can bén an toan. )
trong than may. e Phan mém than thién dé st dung
e Vat tw — Phu tung chinh hang

Trong nhirng cudc tan codng jackpotting trivdc day, cac thiét bi dwoc gan - goi la “hdp den” - thwdng kich hoat cac s Dlchiwilh tro ks thust nhanh'ehtng

giao dién Iap trinh trong hé diéu hanh ATM dé chuyén lénh dén phan cing nha tién.

Theo Diebold Nixdorf, ngay cang c6 nhiéu cudc tan cdng nham vao céc thiét bi dau cudi ProCash cua cong ty,
d&c biét 1a mau ProCash 2050xs USB. Dang chu y, nhirng cudc tAn cdng dang tiép tuc dién ra & “moét sé quéc gia
chau Au’./.

Mdy in thé SD260
(Payments Cards & Mobile)

M@y in thé SD460

Mdy in thé CR805 May in thé CD119

Mdy in thé SD360

HOTLINE
0903.481.456

Nguoén: Internet www.contact@mkgroup.com.vn
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Smart Digital Security

HE THONG PHAT HANH THE CONG SUAT LON

Visa trién khai tinh ndng thanh toan khéng tié€p xic S
trén hé thong giao thong cong cong tai 500 thanh pho

- (\7;)';" ’ ? s ~ ’ s . ?

H187% e Ly tuwdng cho cac t6 chirc Phat hanh thé tam

Tang trudng thanh todn khong tiép xic N .

trong vé di chuyén gidia thing 4 va théng 6 trung va cao;

e Tinh nang toan dién: M3 hda thé thong minh/dai
tl, dap ndi, in chim, in khac laser;

ﬂ e Tuy chon mo-dun linh hoat theo yéu cau dac thu

- cla tirng chuong trinh thé;
-33.7%

e Dich vu bdo hanh — bao tri toan dién

Visa d4 trién khai tinh nang thanh toan khong tiép xuc (TTKTX) trén cac phwong tién giao thong cong H§ théng cong suét
céng tai hon 500 thanh pho dé ho tro’nhu cau ngay cang Iém vé nhidng cach thdee di lai an toan hon. tAm trung MX6100

) MX2100, MX1100
Theo Business Insider, Visa dang phoi hgp vé&i Cubic Transportation Systems phat hanh thé TTKTX tai London,
Miami, New York, Sydney, va Vancouver. Bén canh d6, dw &n cham-dé-thanh toan cla Visa da c6 mét tai Brussels,
Bratislava, Bucharest, Hong Kong, Santo Domingo, va Turin.

Séang kién trén gitp dap trng nhu cau ngay cang lon vé nhirng phwong thirc thanh toan an toan hon va TTKTX,
b&i vi da co6 thong tin cho rang 65% tong so thé trén thj trwdng sé co tinh nang khéng tiép xuc vao cudi nam 2020. - Hé théng céng suét I&n
i o MX9100, MX8100

Hon nira, sy bung phat ctia dai dich COVID-19 da nang cao nhan thirc vé TTKTX & hau hét cac thi trwong thuéc

chau Au, trong khi mtrc d6 phd bién & MY la twong dbi thap - twong tw trwérng hop clia thé chip khi lan dau tién

dwoc ra mat. — e ’
. \ 2 - ~
Tuy nhién, khi ngw&i tiéu dung phai vat I16n v&i nhirng noi lo vé sirc khoée ca nhan, TTKTX c6 the tré thanh mét /}\2_/)
A P

phuong thire thanh toan dwoc wa chudng, vi nd an toan va tién loi hon. Thi du, néu khach hang khéng cé thé
TTKTX, ho van co thé nap thé vao vi di ddng va dat bdo mat van tay dé s dung ngay./. HOTLINE

0903.481.456

www.contact@mkgroup.com.vn

(ThePaypers)
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Smart Digital Security

YOUR PAYMENT PARTNER

. PB\IM')&: GIAI PHAMP Mi‘;\ HOA CAO CAP R GIAI PHAP XAC THUC GIAO DICH THE TRUC
BAO VE THONG TIN TO CHUC, DOANH NGHIEP TUYEN EMV 3D SECURE

Ngay nay, cac té chdrc va doanh nghiép dang sé hdu mét khéi lwong thong tin rat 16n, quan trong va nhay La phuong thirc bdo mat tién tién, gilp bao vé chu
cam. D6 cé thé |a mgt chién Iwot kinh doanh cda tap doan, mét ban nghién cdu thiét ké san pf)a‘im dang thé va cac don vi chdp nhén thé tranh cic rdi ro
phfSi tha‘i, ciing co thé la cac d liéu céng déan Iién quan dén théng tin thé can cwérc, hé tich, dat dai, bao trong thanh toan truc tuyén.

hiém, ho so’bénh an ca nhan, tai chinh hodc thong ké tai san cua cdc chinh khach... Nhdng thong tin nay
dang dwot khéi tao, Iwu trik, lwu chuyén qua hé théng néi bd, ciing nhw khéng gian mang, mét cach lién
tuc va hdu hét dang tén tai dwéi dang khong ma hda (Clear text). Nhing théng tin nay chinh |a tai sdn sé
vO cung quan trong, néu bj that thodt, dénh cap, phat tan, sé gay ra thiét hai nang né, 4nh hwoéng khong

e C6 thé tich hgp vdi cdc phuong thirc xac thuc
bang sinh trac hoc, OOB hay OTP.
e HO tro khd nang xac thuc dua trén mic do rdi

nhé dén hoat déng kinh doanh va uy tin cda doanh nghiép. ro (RBA).

e Dugc ching nhadn bdi EMV Co., Visa, Amex,
Céac doanh nghiép hién tap trung nhidu vao céng tac chéng tan cong tr bén ngoai vao hé thdng bang cach xay Mastercard, JCB va UPI.
dwng hé théng twdng Itra, chdng virus, cac gidi phap phan tich di phé tan céng (SOC, SIEM), chéng thét thoat

di¥ liéu nhw DLP, DRM... Tuy nhién, theo cac théng ké quéc té, rui ro cé thé dén ngay tir hé théng cong nghé
thdng tin (CNTT) truyén théng. Céc di¥ liéu khéi tao tlr may cla nguwoi dung déu dang lwu lai trén lich st 6 “C”
(local file, user profile, temporary file, browser cache...), dwoc lwu trir va chia sé trén cac dinh dang 6 cirng NAS,

5 =2
Server, trén Cloud (OneDrive, Dropbox...). Cac théng tin cling dwgc lwu chuyén qua email, dwgc sao chép sang :l-?
céc thiét bi di ddng nhw USB, & cirng roi... Theo céu tric truyén théng, bd phan CNTT dang quan tri khéng chi cac 5
phan mém ma truy cap dwoc ca théng tin cad nhan va doanh nghiép do di liéu tén tai dwdi dang khéng ma hoa,
va day ciing chinh la mét rdi ro Ién. Nhin chung, cac di¥ liéu ciia ching ta dang tén tai & khap noi va cé thé tr&
thanh muc tiéu tAn cdng cla dbi thi vao bat c lic ndo, tr nhiéu diém khac nhau.
'--
1%
MAKE ENCRYPTION HAPPEN
HOTLINE tachomk
wWww.contact@om roup.com.vn
0903.481.456 BIOEP
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MK Group, v&i hon 21 ndm kinh nghiém vé giai phap bdo mat va thé théng minh,
dang cung cap gidi phap ma héa di¥ liéu toan dién cta Prim’X - mét gidi phap
mang tinh tdng thé, an toan, d& s& dung. Giai phap c6 kha nang van hanh mét
cach ty dong va dé dang tich hop véi cac ha tang,chinh sach bao mat sén co
clia cac td chirc va doanh nghiép: ddm bao ma hoéa moi noi, moi ltc.

Nhirng giai phap ma hoa di¥ liéu toan dién cua Prim’X tap trung ma hoa cac div
liéu Iwu trir (Data at rest) hodc dir liéu di chuyén (data in transit) théng qua tinh
nang quan ly quyén dwoc hiéu théng tin (Rights to Understand). Nhan vién CNTT
la ngwdi quan tri phan cing, cai dat phdn mém, phan quyén, nhwng sé khéng
doc hiéu dwoc thdng tin trén hé thdng. Trong khi d6, nhan vién phu trach bao
mat (Security officer) méi 1a ngudi soan thao, trién khai, ap d&t cac chinh sach
an toan théng tin (GPO) cla doanh nghiép. Giai phap ma héa ctia Prim’X cé thé
hoat dong dwoc trén trng may c& nhan, hodc dong b trén quy mé lén thdng
qua ActiveDirectory mét khi cdc may ca nhan duoc két ndi ndi bd véi DC. Db
v&i géc nhin phia ngwdi dung, moi thao tac lam viéc trén cac phdn mém van
phong van khéng thay dbi (Seamless), hoat ddng ma hda dién ra ngadm twr phia
ngwoi dung (Client side), mét cach tw dong (Automatically) va ngay taee thi (On
the fly). Phan mém Prim’X chiém it tai nguyén va hau nhw khéng &nh huéng dén
tbc d6 hoat dong cla may. Nguwoi dung duwgc cap khéa dé bao vé dir liéu ca
nhan va co6 trach nhiém quan ly khéa ca nhan caa minh.

Prim’X st dung nhirng thuat toan ma hoa tién tién nhat nhw AES 256 bits, RSA
2048 bits, twong thich v&i cac PKI chinh (X509), Token hoac thé thdng minh
(Smart card), tich hop dé& dang véi cac ha tang sdn c6 nhw ActiveDirectory,
SCCM...

Prim’X khang dinh khd ndng bao v& manh mé va tin cay théng qua hé théng
chirng chi EAL3+ Common Criteria, Co quan An toan théng tin Phap (ANSSI) &
Security Visa, NATO Restricted, EU Restricted, va dac biét la da dwgc Ban Co
yéu Chinh pht Viét Nam cap phép kinh doanh cho san phdm Mat ma dan sw.
San pham cuta Prim’X dang nhan dwoc sw quan tam Ién ti cac té chirc, doanh
nghiép Viét Nam cé nhu cau bao vé thdng tin ndi bd trwéc nhivng cudc tan céng
théng tin ngay nay.

Céac san phdm chinh caa Prim’X:

p (E;group PRI M‘\

Smeart Digitol Securiby MAKE EMCRYPTION HAPPEN

MA HOA DU LIEU EMAIL DOANH NGHIEP

— ZEDMAIL

@
* Ma hoa ndi dung va cac file dinh kém trong email. M
* Dé dang tich hop vii cie hié thing mail cia doanh nghiép, bién minh -
thanh mdt giai phap end-to-end hoan hao.
* Thao tac soan mail, gin mail coa nguin dung dwoe gitr nguyen, toan bg 2
nij dung mail va cac file dinh kém duoe by ding ma hoa. @'_-.-‘
* Tich hgp vao hié thing mail cha doanh nghiép ma khing giy anh Er—

hurémg t6i qua trinh van hanh cia hé thiing nay. Qua trinh mi haa/giai
mi dién ra hoan toan by ding,

Chiing chi | @L—’- @ - m 'EE-"

www.mk.com.vn - contact@mkgroup.com.vn  HN: (84-24) 6266 2703 - HCMC: (84-28) 3930 5023

ZoneCentral: phan mém nay dwoc cai dat trén cac may ngwdi dung dé ma héa théng
tin trén may tram (local file, user profile, temporary files, browser cache..), ma héa théng
tin khi ngwdi dung lwu va chia sé trén may chid, 6 SAN, NAS...Nguoi ding lam viéc
hoan toan trén mai tredng ma hoéa, khong lwu khéa trén hé thdng. Chinh sach an toan
thdng tin ndi bd do Nhan vién phu trach ATTT (CISO) soan thao, trién khai, &p dung.
CISO ciing quan ly quyén doc hiéu gitra nhivng nguoi dung, cadc nhém va bd phan.
ZoneCentral mang lai mrc d6 bao mat cao bang cach ma héa dir liéu va chi cip quyén
doc hiéu cho ngudi c6 thdm quyén va lién quan; st dung thuat toan AES (128 dén 256
bits) va RSA (1024 dén 4096 bits), va chay trén hé diéu hanh Windows 7 dén 10; hé
tro cac ngdn ngir Anh, Phap, Blrc, Tay Ban Nha.

ZED: phan mém dwoc st dung d& ma hoa noi dung khi sao chép 1én céc thiét bj lwu
tri r&i dé trao ddi véi nhau hodc dé dinh kém email. Cach s dung ZED twong tw st
dung file “*.zip” ctia Windows. Ngwi diing chi can nhap chuét dé tao Folder va Add céac
file, qué trinh m& hoa sé dién ra tw dong. ZED c6 thé nén file d& gidm dung lwong. Phan
mém nay st dung mat khiu hoadc chirng thw RSA. Trong trwdng hop mét khoa, CISO
c6 thé khoi phuc cac file d& ma héa. Ngwoi dung bén ngoai tb chire khdng cai dat ZED

‘ Ban tin ndi bd THE GIO1 THE ©2020 MK Group
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hop méat khoa, CISO c6 thé khéi phuc céac file d& ma hoa. Nguoi diung bén 5. ZONEPOINT: phan mém giip mé héa théng tin trén MS Sharepoint, khéng lwu trir théng

‘ Ban tin ndi bd THE GION THE ©2020 MK Group

ngoai tb chirc khéng cai dat ZED c6 thé s dung phan mém mién phi
“Zed!Free” d& nhan, doc stra, va g lai. ZED s dung thuat toan AES (128
dén 256 bits) va RSA (1024 dén 4096 bits), chay trén hé diéu hanh
Windows 7 dén 10, Linux va Mac OS, va c6 sdn 7 ngén ngtr. 'ng dung
mién phi “Zed!Mobile” c6 thé chay trén iOS va Android.

ZEDMAIL: Phan mém ma héa thw dién t&r danh cho doanh nghiép. Nguoi
dung st dung email mét cach binh thwong, trong khi ndi dung va file dinh
kém dwoc ma héa tw dong. O’ phia ngudi nhan, email dwoc gidi ma tai tao
nguyén ban théng tin ban dau. Théng tin dwoc ma hoéa va gidi ma bang
khéa ctia ngudi dung hodc ngudi nhan. Théng tin dwoc bao mat tuyét ddi
trén dwdng truyén. Zedmail cé thé tich hop vao hé théng thw dién tir doanh
nghiép va khéng gay bét ctr tré ngai nao. ZedMail ciing cé thé tich hop véi
Pushmail, dwoc nhan va gidi ma trén thiét bi di ddng. Ngwei ding bén ngoai
td chirc khdng c6 ZedMail ban quyén c6 thé tai “Zed!Free” mién phi d& mé
email va file dinh kém va g lai sau dé. CISO sé thiét lap phwong an dé
khoi phuc hop thw khi can thiét. ZedMail dwoc cai dat trén may ngwdi dung
va tuan theo chinh sach an ninh bao mat néi bd; st dung thuat toan AES
(128 dén 256 bits) va RSA (1024 dén 4096 bits), chay trén nén tang
Microsoft Outlook, hé diéu hanh Windows 7 dén 10. Ban mién phi
“Zed!'Mobile” co thé chay trén iOS va Android.

CRYHOD: Khi 6 ctrng hoac laptop bi danh cap hodc théat lac, gia tri ctia 6
lwu tri khéng nghiém trong bang gia tri théng tin lwu trir bén trong nd. Phan
mém Cryhod ma héa 6 ctrng gitp chdng trom laptop. Ngwdi dung cé thé
lwa chon ma héa toan bd cac 6 dia hoadc tirng viing ctia hé théng (C/D/E),
quy trinh ma hda dién ra ngay 1ap tirc (on the fly) va trong subt déi véi ngudi
dung (transparent). Trong lan ma hoa dau tién, néu xay ra sy ¢d nhw mat
ngudn, tat may, quy trinh ma hoa sé tw déng khdi phuc khi chay lai. Cryhod
tién dung, van hanh, giam sat theo lich dat GPO, twong thich va hé tro phén
mém ZoneCentral. Sau khi cai d&t Cryhod, quy trinh xac thyc dién ra truéc
khi kh&i ddong (Pre-boot authentication), nguwdi ding c6 thé st dung mat
khau hoac chirng thw, xac thwe mét lan SSO cung Windows. Cryhod st
dung thuat toan AES (128 dén 256 bits) va RSA (1024 dén 4096 bits), chay
trén hé diéu hanh Windows 7 dén 10, Ubuntu va CentOS; hé tro moi loai &
dia, BIOS va EFI.

tin mé trén may cha, khéng lwu khéa bao mat trén hé théng hoac lwu chuyén trén mang.
Moi thao td&c ma hoa déu dién ra t» may ngwdi dung va bang khéa nguoi dung.
ZonePoint bao mat théng tin khi str dung dich vu lwu trir trén dam may cua bén th 3.
Quy trinh ma hda dién ra tw dong theo chinh sach quy dinh, bt ci tai liéu nao dwa lén
Library déu dwoc ma hoa bao mat trwée. ZonePoint hoat ddng khong can cai dét phan
mém trén may ngudi ding. Théng qua Browser plug-in, phan mém nay sé cho phép xac
thwe va thye hién ma héa/giai ma. San pham rat phu hop cho cac doanh nghiép muén
chia sé théng tin v&i cac dbi tdc bén ngoai ma van bdo mat théng tin. ZonePoint chay
trén Server Sharepoint 2019, 2016, 2013, Internet Explorer 7+; str dung thuat toan AES
(128 dén 256 bits) va RSA (1024 dén 4096 bits). ’ng dung ZoneMobile c6 thé chay trén
iOS va Android.

. ORIZON: Phan mém gitp bdo mat théng tin ngwdi ding va div liéu chia sé trén dam

may. Orizon ma hda/gidi ma tw déng théng tin dwoc ngudi dung déng bd 18n dam may
ma khéng can bét ct thao tac nao. D liéu dwoc lién tuc ma hoa khi di chuyén va lwu
trir trén dam may, do vay hoan toan bao mat déi véi bén cung cép dich vu Cloud. Orizon
cling giup ma hoa di¥ liéu phuc vu viéc chia sé ndi b hay vé&i dbi tac bén ngoai lwu tri
trwc tuyén, déng thoi quan Iy quyén doc hiéu cac thdng tin nay. Di tac bén ngoai td
chtre c6 thé tai mién phi Orizon Guest dé lam viéc trén file chia sé. Orizon chay trén hé
diéu hanh Windows, MacOS, Linux, 10S va Android; c6 thé dung mat khau, chirng thw
hoac token, smart card.

Nguén: Internet
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Khach hang muc tiéu cda giai phap ma héa dd liéu Prim’X:

« Céc doanh nghiép hoat déng trong linh vwc ngan hang, bao hiém, hang
khéng... s& hiru mét lwong 1&n thiét bi két ndi ndi bd. D liéu dwoc lwu trén
may nguwoi dung, trén may chi, 6 NAS, SAN dwéi dang clear text. Chinh nhan
vién CNTT, ho&c nhan vién trong cong ty cé thé truy cap trai phép vao di liéu
cta cac bd phan nhay cdm nhw kinh doanh, nhan sy & lwong, tai chinh ké
toan, thiét ké... d& danh cép va ban di liéu ra bén ngoai. Truéng hop nay can
st dung ZoneCentral & ma hda va phan quyén cho cac ca nhan, bo phan.

* Cac doanh nghiép cé sd lwong I&n laptop do cac trwdng bd phan va lanh dao
cép cao dang sir dung va mang ra ngoai. Day la nhirng thiét bi chira nhiéu
thdng tin quan trong lién quan dén chién lwoc phat trién san pham, dbi tha
canh tranh... Vi vay, ho can cai dat phan mém Cryhod mé hoéa cac 6 chira
théng tin nhay cdm nhw D, E. Nhan vién CNTT van cai dat quan ly phan mém
trén 6 C mdt cach binh thworng. Khi may bi danh cép, tin tdc khong thé mé
dwoc 6 cirng do da ma hoa.

«  Céc doanh nghiép 16n co lwgng nhan sy glri email trong ndi bd va cho déi tac
v&i nhiéu théng tin nhay cam, néu bi danh cap sé anh hwéng dén ké hoach
kinh doanh ctia té chirc. Do d6, ho can st dung ZedMail & ma hoéa théng tin
lwu chuyén qua mang (Data in transit), ciing nhuw file dinh kém.

Theo xu hwéng chuyén dbi sb, cac tai liéu bang van ban dan duwoc sb héa dé lwu triv
va lwu chuyén. M6t co quan hanh chinh cép tinh, thanh phé - vén dang lwu tri div liéu
céng dan mang tinh ca nhan va bdo mat cao - can s dung phdn mém ZoneCentral
va ZED dé& ma hoa di liéu khi lwu trir va sao chép chuyén dich, chdng danh cap va ro
ri.

Céc bénh vién I&n - dang lwu triv tAt ca thong tin hd so bénh an, sé bao hiém y té
mang tinh bdo mat cao, néu ro ri sé anh hwdng nghiém trong dén cudc sbng ca nhan,
cling gay ra nguy co chinh sira hd so bénh &an - can cai dat phan mém ZoneCentral
va ZED.

Nhiéu tap doan, céng ty I&n cé xu hwéng thué dich vy lwu tri ctia bén thir 3 trén dam
may. Théng tin khéng ma héa cé thé bj danh cap hoac st dung bat hop phap. Do vay,
ho can st dung phan mém Orizon ho&c ZonePoint d& ma héa di liéu clia c& nhan, t6
chtrc hodc thw vién chia sé.

Céc tap doan can bao vé céc tai san s& hivu tri tug, bi mat kinh doanh,... vd. mét tap
doan I&n dang trién khai dy an nghién ctru mét loai may bay mai, moét loai vi khi, mét
san pham cong nghé cao, mot mau xe hoi thé hé méi, mét cong thirc hda hoc...déu
lwu trir nhing théng tin cwe ky quan trong. Ngoai viéc bao vé chéng tan cong tir bén
ngodi, tap doan nay can cai dat cac phan mém Prim’X bdo vé téng thé nhw
ZoneCentral, Zedmail, ZED, Cryhod... dé bao mat théng tin./.

(MK Group & Prim’X)

Nguén: Internet
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Smart Digital Security

Smart cards thuec sinh tric hoc
MK ABIS

Xac thuc
Thé -Thé Bao mat Thu phi giao
théng minh (OTP, PKI, théng tu dong
sinh tréc hoc)
Chuyén ddi thé Giai phap OR Code Vé—Vi Thé da néng
Loyalty, ACS)
ePIN
- Dynamic CVWW
v EMV 3D Secure
:';.?‘tghga;";é_' Kiém soat tu phuc vu
liéu bao mat i LRI
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